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B-REJACT

Welcome to e-Redact Redact. Review. Release.

Welcome to e-Redact

Welcome to e-Redact and to all the fabulous features the solution has to offer.

As a user, you will start benefiting immediately from this fast and effective document
redaction software that has been specifically designed to improve efficiency, productivity
and save valuable money in the process — all whilst looking after the environment, reducing
paper waste and saving valuable trees.

It is useful to note that e-Redact is compatable with Microsoft Office documents such as
Word, Powerpoint Excel as well as Adobe Acrobat PDF documents.

e-Redact user guide e-Redact online resources

In this user guide, you will find information on how to There is a variety of resources available online
use e-Redact including a step-by-step guide through its that can only be accessed by e-Redact customers.
core features. There are handy hints and tips on how These can be accessed via the links below.

to get the most from the solution and each function is

explained in detailed with additional screenshots for The resources include:

visual guidance. > e-Redact brochure

If there is anything you don’t understand, we are here

to help. Please email:

simon.head@footprint-solutions.co.uk. > Access the 5 detailed training videos providing
a detailed run through of specific features HERE

Detailed installation guide

> PDF copy of this user guide

Navigating around the user guide

It is worthwhile spending time going through the user
guide to ensure you are familiar with all the functions
available to you.

To be able to source information you are looking for
quickly and to easily move around the sections, simply
clink on the title of the section in the ‘Contents’ page.
This hyperlinked title will take you directly there.

www.e-redact.co.uk 3
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LaUnChing e-Redact Redact. Review. Release.

Launching e-Redact

Launching e-Redact for the first time on your computer can be done in two ways.

From the desktop Launching e-Redact from the desktop or

Windows
Press the e-Redact icon that was created o
when you installed the software. When initiating e-Redact from your desktop or

Windows, the program starts and the following splash
screen appears.

-- From Windows Program Manager

.. Click the Windows start icon in the bottom
left of the screen.

Search for e-Redact on the list and select the icon to
launch the program.

E

. e-Kedact
ustomize X
'.l'h. e-Redact Commands Toolbars Keyboard Menu Options
Categories: Commands:
Open. ~
Edit
WView OpenIn Current Tab...
Wln_dow Mext File (current tab)
Options
Help Previous File (currenttab)

New Menu

All Commands FileClose

FileMarkupMew
FileMarkupOpen

FileMarkupSave

Description:

Close

www.e-redact.co.uk
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Selecting a file for redaction

To select a file for redaction, press ‘File - Open’.
The following screen appears.

File | View Options Help

Open... Ctrl+0O
Close

1 Gmail - Birmingham 2022 Official Ticketing Site - Confirmation of Ballot Result.pdf
2 Sample File, Articles of Association sanitised.pdf

3 Apallo 11 transcript iss2.pdf

4 who-china-joint-mission-on-covid-19-final-report.pdf

5 Covid risk-assessment.pdf

6 C:\Users\..\00337-LET.pdf

7 Apollo 11 transcript iss1.pdf

8 C:\Users\..\00336-LET .pdf

9 C\Users\..\07937-APF.pdf

10 Activity reminder_12-6-2019.pdf

Exit Alt+F4

From here, a list of files appear that are available to the
user for redaction.

Opening a new file for redaction

When files are opened they automatically appear in
the working environment. e-Redact does not alter
the original document in any way — this is especially
important for audit purposes.

When the ‘Open..."” option is clicked a list of files
appears. Simply browse the list and select the file you
wish to redact.

@ Open X
« v <« e-Redact > Source Files and Markup v [0} O Search Source Files
Organize ~  New folder = m @
[5] Documents A Name Date modified
Barratt Purge S [£) Apolio 11 transcript Without OCR.pdf 15/12/2021 12:09
BConwayData3 [ 00337-LET.pat 13/12/2021 12:56
Camtasia [£) 00336-LET .pdif 13/12/2021 12551
Custom Office | [£) Apollo 11 transcript With OCR.pdf 02/12/2021 15357,
e-Redact [£) who-china-joint-mission-on-covid-19-final-report.pdf 04/10/2021 16:31
Audit 129 e-Redact Support Procedure.docx 06/07/2021 15:28
M 135 who-china-joint-mission-on-covid-19-final-report.docx 25/05/2021 16:40
arkup -
[£) Covid risk-assessmentpdf 09/02/2021 17:02
Redacted .
[£) sample File, Articles of Association.pdf 15/06/2020 1036
Scripts N
Quickshifterxisc 28/02/2020 16:15

Soucelilela [£) Redaction Examole Case 2.0df 09/01/2020 12:06 ¥
>

e-Redact Video ¥ <

File name: ] (Al ftes () =

“

Then click “Open” and the file will open within the
correct environment, which in this case is Word. The
thumbnails down the right-hand side of the screen
allows for direct access to individual pages.

Report of the WHO-China Joint Mission -
on Coronavirus Disease 2019 (COVID-19)

www.e-redact.co.uk
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The working environment Redact. Review. Release.

The working environment

Navigating around the e-Redact working environment is very straightforward. Using the thumbnails makes navigation

quick and easy and there are lots of useful icons to help find your way around.

Thumbnails Selecting a page
Thumbnails are produced when the document is loaded To select a page from the document, use the selection
in to e-Redact and enables fast, direct access to specific mechanism at the bottom right of the page.

pages. When the thumbnail is selected, the page is
loaded. To load additional pages, the slider bar on the
right can be used.

When a page is selected the thumbnails in the right-
hand pane are automatically refreshed to align with the
page number.

In the example below, page 1 is selected for loading.

|
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bs 4 4 20 O

PITaIIaaianaisnainas 3440 30
! : “ 4740 /
540
6440
740
8440
9440
10440
; 11440
] op ; 12440
P e ] 13440
1 14440
- 15/40
= 16/40
= 17440
— 18/40
— 15440
20440
140
22040
2/40 23440

: 24440 5/40
25/40
26440
27440
2840 v -

23/40 F
hd 4

-

4/40

| 2NN

2/40

4/40

Opening and closing thumbnails —

The thumbnails may be closed and opened using
the up/down slider mechanism on the left of the
thumbnails. Here is the slider out of situ.
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Zoom tools

Zoom tools are provided to enlarge the document and
are located in the bottom tool bar.

There are a number of other helpful tools provided in
this tool bar which are detailed below.

Rotate page

This tool enables a page to be rotated and
can be particularly useful when a page has
been scanned in the wrong orientation.

Zoom to page height

This zooms the page to full page size.

Zoom to page width

Using this tool increases the page width and
is the most common option selected from the
zoom toolbar.

Dynamic zoom

This is a slider and may be used to zoom in
to or out of a document.

Pan tool

This enables the user to rotate the view point
to secure a panoramic effect. This is used to
greatest effect when zoomed to width.

Zoom window

This enables a window area to be zoomed in
within the current page view. When invoked
a magnifier appears.

Magnifying glass

The magnifying glass tool allows the user
to select a section of the page and make it
larger.

Dynamic zoom tool

This is most useful when working with scanned
documents that have hand written text of differing
sizes. The size of this magnifier may be altered by
dragging out the zoom box shown below.

d impact of ongoing containment measures;

sh priorities for a collaborative programme ¢
ent to address critical gaps in knowledge an

www.e-redact.co.uk
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Redaction tools

Now the document is ready to be redacted.
To do this, locate the ‘Redact” option on the top toolbar
and select it.

Annotate Review - Redact - Measure ~ Publish

Once the 'Redact’ option has been selected, a
toolbar appears on the left-hand side of the working
environment.

Redaction commands

There are a variety of redaction icons located within
the tool bar on the left of the screen and each one has a
specific redaction command.

Optical character recognition (OCR)

All of the redaction commands can be applied
to any document that has an Optical Character
Recognition (OCR) layer included.

The redaction toolbar to the left shows a
document with the OCR layer included.

Documents without an ‘Optical
Character Recognition’ (OCR) layer

If a document does not have an OCR layer
the number of icons on display is less as text
cannot be selected or search terms built.

The only command that could be applied is the
rectangular and polygon redaction tools, as
well as the option to allow text to be unredacted
in a redacted area and the page delete function.

The redaction toolbar to the left shows the
redaction toolbar with no document ‘Optical
Character Recgnition” (OCR) layer included.

I. The Mission

Goal and Objectives

The overall goal of the Joint Mission was to rapidly inform national (China) and international [—]
planning on next steps in the response to the ongoing outbreak of the novel coronavirus

disease (COVID-197) and on next steps in readiness and preparedness for geographic areas 1 =)
not yet affected

The major objectives of the Joint Mission were as follows:
« To enhance understanding of the evolving COVID-19 outbreak in China and the
nature and impact of ongoing containment measures;

* Toshare knowledge on COVID-19 response and preparedness measures being.
implemented in countries affected by or at risk of importations of COVID-19;

Enabling ‘Optical Character Recognition’
(OCR)

e-Redact has the ability to build an ‘Optical Character
Recognition” (OCR) layer for a scanned document that
has no OCR which would then offer up the additonal
redaction commands.

To generate an OCR layer, select ‘Options’ from the top
toolbar. Then select ‘Settings” and ensure the ‘Perform
OCR’ box is ticked.

Fie Edt View Window Options Help

" 00337-LETpar X

et (o morkup and publishing)

iooiprinusSolutionsiLimited [)Suppress 30 modlfoad n fles wih bt 2D aret 30 clte
Mallory House, Goostrey Way [JRun e-Redactin a single instence

Mobbeley APeriom 0cR

WA16 7GY Redaction

22 September 2021

ok Cancel Help

Dear Sirs,

When the document is opened, the e-Redact software
automatically applies the OCR layer as a default
function. To avoid an OCR layer being generated this
option requires turning off.

For security purposes the OCR is only available during
the current document edit session. If this session is
closed and then reopened the OCR layer would need to
be regenerated.

Note: The accuracy of character recognition is determined
by a number of factors including age of the document,
resolution and quality of the original scan.

Note: It is not advisable for OCR documents to include hand
written text as this would provide unreliable results.

www.e-redact.co.uk
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Redaction tools - continued

The selection tool

The selection tool is used to select the area to
be redacted.

For Window based redactions the selected area may
be expanded or contracted using the corner points of
the grey overlay box.

To rotate the redaction, click on the green centre point.

By holding the mouse button down the redacted area
may also be moved.

Additional redaction edit options

Once the redaction has been selected, right click on
the mouse and further edit options become available
e.g. delete the redaction, move it or copy it. Some
commands, such as move, can be done by just
selecting the redaction and moving it.

Rectangular redact tool

This enables a rectangle to be drawn around
an area to be redacted using the left-hand
button of a mouse to create the points.

This would be the primary tool used with scanned
documents where no OCR is included.

Polygon redact tool

This tool is used to redact a defined area
where using a rectangular tool would take out
too much information.

An example is where sensitive information has been
added to a scanned document within a column. Points
are created using the left-hand button of the mouse.

0 |l

Previous View Ctrl + Alt + Left Arrow

Fit All Ctrl + E
Fit Width Ctrl + W
Pan/Zoom Ctrl + Shift + A
Marks >
Page >
Copy Region

Copy Ctrl + C
Paste Ctrl + V
Paste Clipboard Image Ctrl + Alt + V
Delete

Select All Markup On Current Page Ctrl + A
Group Selected Markup

Explode Selected Group

Undo Ctrl + Z
Redo Ctrl +Y
Rotate/Mirror >
Background Color >
Show Pane >
Options »

Text redact tool

Text may be selected anywhere within the
document using the left button of the mouse.

This tool can save the user significant time as any
instance of the selected text would be redacted
automatically throughout the entire document.

Allow text to be unredacted in a —
redacted area |
This function allows text to be unredacted

within an area which has already been redacted.

This is achieved by clicking the left button of the mouse
and selecting ‘Allow area inside redaction” option.
Then drag the box over the area you wish to redact.

www.e-redact.co.uk
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Redaction tools - continued
Redact privacy tools

By clicking on this icon, the redact privacy
tools appear.

The most useful element of this feature is in the
redaction of emails where it searches for the format of
email addresses.

edact Privacy Info X

Privacy Information

[ 155N (Social Security Humbers Reveal last four digits of social security number

[[]Fhone numbers Use exceptions list
[]Email addresses Use exceptions list
[ pate of birth
[Iname Use list of
Frefic  First IMiddle Last name Suffix
Color M Reason ~

Redact Cancel Help

If there are specific email addresses that the user
does not want removing then an exemption list can be
created and those addresses could not be redacted.

Names, phone numbers etc are best maintained in a
search term script library which are covered below.

Find and redact - words

This enables text and words to be searched
and then redacted and is only available in the
current editing session.

This is a powerful tool with the user having options to
search for specific whole words or regular expressions.
In the case shown words have to be entered in their
exact format.

E.g. if ‘child” is entered in to the dialogue box above the
word “child” would only be redacted. “Child" in children
or “child” in childhood would not be redacted.

By ticking the ‘match case’ check box your search will
be case sensitive.

Find and redact - expressions

Regular expressions can also be added to the dialogue
box in the same way as words.

Regular expressions can include numbers and must be
an exact replica of the sequence of words, letters and
numbers entered in to the ‘Find and redact’ box for the
feature to work accurately.

Redact From/To

This enables you to find a phrase and redact
it to another phrase. The speed comes when
this start and end phrase is then replicated throughout
the entire document. E.g. in an email thread.

Simply enter the start of the phrase that needs
redacting in the "Find and redact from:” box and add the
end phrase in to the ‘To:” box situated below.

%ind & Redact X

Find and redact what: | w2

[Imatch case Find whole word only

I:‘ Regular expression

Redaction < Reason: | v

Redact Close Help

Find & Redact From/To x
Find and redact from: || ~ | ?
o | ]
[ IMatch case []Include end textin redaction
Redaction color M Reason: | V|
Redact Close Help

www.e-redact.co.uk
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Redaction tools - continued
Redaction using scripts

Using scripts enables the user to maintain
a handy library of search terms against
multiple documents.

The list of search terms (or words) can be held against
a number of documents. This avoids the user having to
re-input the same list of words that commonly need to

be removed. It also ensures a more thorough redaction
process and saves time.

Creating a new library by adding a
new search term

To add a new search term (or word), press the
‘New...” button.

Redact Using Scripts X
Scripts (check to use):

D Military locations (2 letter abbrev) ~ Add...

[ ] Military locations (full name)

[] Passport Number (in form) Remove...

[] Policy Number (in form) :

[] rRacial Identity (in form) Modify...

Redact Betw Bracket
D edact Between Brackets [] —

[ ] ssn and Email

[ ] us address (in form)

[ ] usA currency Number

[ ] UsA States (2 letter abbrev)

Simon v
£ >

Redact Cancel Help

Edit Find Phrases in Script File X

Find and redact what: || | ?

[ IMatch case Find whole word only

D Regular expression

Redaction - Reason: | w
Add
Delete
Import List
OK Cancel Help

Adding, deleting and modifying scripts

The use of scripts can be switched on and off at the
users discretion and may be created, deleted and
edited on an ongoing basis

An existing library of search terms may be added
which is especially beneficial if another user has
created a library and wishes to share it.

Libraries can also be removed by selecting it and
pressing the remove button. This does not delete
the library from the file system but only deletes its
availability within this user’s e-Redact profile.

There is also the option to ‘Modify” a library which
allows the user to add and/or delete terms.

From this screen, it is possible to add a new search
term. If a list of search terms is maintained in a .txt file
it can be imported.

Below, the search term “Principal” has been added.

Edit Find Phrases in Script File X

Find and redact what: | | ?

[ Imatch case Find whole word only

D Regular expression

Redaction - Reason: | w
Principal Add
Delete
Import List
0K Cancel Help

Click on the “OK’ button and save the new script file by
giving it a name. In the example given, the file has been
renamed ‘e-Redact Training Reference’.

www.e-redact.co.uk
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Redaction tools - continued

Page redaction tool

On pressing this button, the ‘Redact Page’
option appears.

This feature gives the user full control over which
pages need to be removed from the document. An
alternative white text colour can also be used within
this feature which is useful for use on pages that
appear in the ‘Draft (Audit) copy version.

@ saveAs
« v o > This PC > Documents > e-Redact > Scripts v [0} O Search Scripts
Organize ~ New folder = - ()
"
= This PC
1 3D Objects
I Desktop
|5 Documents
¥ Downloads Simon.xrs
D Music
&= Pictures
[ videos
& Windows-SSD (¢
=~ e-Redact (\\foss: ¥
File name: | BT g
Save as type: |Script files (xrs)
~ Hide Folders camez!

Note: It is possible to control the redaction colour and
reason code for each word which is covered later on in

the guide.

Managing search term libraries

When redacting, numerous search term libraries can
be selected from the list. This means that, when the
‘Redact’ button is clicked, all words, numbers and
expressions contained within the selected libraries are
searched for and subsequently redacted.

Redact Using Scripts *
Scripts (check to use):

|:| Military locations (full name) ~ Add...

] Passport Number (in form)

[ Palicy Number (in form) Remove...

[] Racial Identity (in form)

D Redact Between Brackets []
[ ] ssn and Email

[ ] us Address (in form)

[ ] usa currency Number

[ ] usA States (2 letter abbrev)

Modify...

New...

Simon
e-Redact Training Reference W
< >

Redact Page(s) x>
Page Range
(@) All pages
[ ]Exclude pages:

O Current page

() Designated pages:

Reason: | e

Redaction color: M

Once the solution has completed running through all
the requested redactions, a box is returned indicating
the number of redactions created once the ‘Search
Terms’ have been applied.

Redaction Results X

410 Redactup(s) created.

Redaction colours

Redactions appear in the default colour of black.
However, there are alternative colours that can be
viewed by clicking on ‘Redaction color”.

The option to redact in a different colour is included in
many of the e-Redact features such as page redaction
and script (search term) redactions.

The option of choosing a different colour is shown
in the toolbar below. The colour selected here is the
default black option.

[1 - Reason v.

www.e-redact.co.uk
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Annotation tools

Annotation tools enable useful notes or comments to be added to the redacted copy by a user. It helps to explain the
reason for the redaction and saves time by selecting stamps that are already available from the e-Redact toolset.

Annotation toolbar

This toolset can be launched by selecting the “Annotate’
icon on the top application toolbar.

Annotate Review - Redact - Measure - Publish

By clicking on “Annotate’, the annotation
toolbar appears down the left hand side of
the screen.

Let’s take each feature of the annotation
toolbar in turn.

Text annotate tool

This enables text to be added to the redacted
document. When this feature is selected, a
box may be drawn using the left button of the mouse.
The user has full control of the colour, size and case of
the text. The purpose of this function is to add additional
annotation to the redacted document e.g. describe the
reason why redactions have been applied.

Ul BY &

E;}l’his has been redacted

Image annotate tool

This enables the user to select an image file F
(.jpg. .png etc) and then apply the image to

the redacted document. Once applied, these images
can be viewed from a drop-down list which allows the
individual to select the image at a later date.

redacted-with-eRe ~

" REDACTED WITH
E-REDACT

Creating stamps

The stamps provided by the solution may not meet the
user’s bespoke annotation needs. However, there is
an option to create your own unique stamps within the
annotation tools menu. To do this is quick and easy but
can be achieved from within page 1 of the document
being redacted.

To create a stamp, simply click ‘File” — "Markup’ —
‘Stamp’ — ‘Template” — ‘New’.

Cpen. TH+0
Open In Current Tab.
Annotate Review - Redact - Meas
Next File (current tab) Space
Previous File (current tab) Backspace

Close
Markup Y New Cti+N
Open CtrisM
Save Cti+s
Save As Crl+shift+S
Close Ctrl+Shift+C

Compare
Close Compare
Publish >

Save View As. Ctri+shift+)
Start Script Recording

ot CIEF Stop Script Recording these visit|

Print Region... CieG .

VitarmarBanmers Open For i cus® OFS, MUNIQ
Close Review Clsshift+R R

Send... public he
Consalidate Markup »

1 who-china-joint-mission-on-covid-19-final-report paf e O LT Joint Mis

2 CA\Users\.\00337-LET paf
3 Gmail - Birmingham 2022 Official Ticketing Site - Confirmation of Ballot Result,pdf Stamp Jemplates N B[ [New
4 Sample File, Artiles of Assodiation sanitised.pdf Takeoft Templates

5 Apollo 1 transcript iss2.pdf

6 Covid isk-assessment pdf

7 Apollo 11 transcriptiss1.pdf

8 CA\Users\.\00336-LET

9 C\Users\.\07937-APF.paf

10 Actvty reminder_12-6-2019.pdf

Open

Save

Mission gave particular ="

y and severity of _%ﬂﬁ-

settings, and the impact of ongoin,

noderate (clusters) and low (spora

Exit Alt+F4

Stamp tool

There are 2 options available within the

adding a signature.

www.e-redact.co.uk
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Annotation tools - continued
Opening a stamp file

In the example below, the user is opening a ‘Stamp File
(.xsp)".

Saving a stamp file

The stamp can be saved using the file browser which
enables the user to give the stamp a unique file name.

@ Select Stamp File X Save Stamp File x
« v > This PC > Documents > e-Redact > Scripts v ) £ Search Scripts 1+ « e-Redact > Source Files and Markup ~ [8) O Search Source Files
Organize > New folder =~ m @ Organize > New folder = @

= This PC " No items match your search = This PC Name Date modified
8 3D Objects 9 3D Objects sales@e-Redact.co.uk 28/01/2021 14143
I Desktop I Desktop
Documents Documents.
¥ Downloads ¥ Downloads
D Music D Music
[&] Pictures [ Pictures
B videos B Videos
& Windows-SSD (C £ Windows-SSD (¢
= e-Redact (\fpss¢ ~- e-Redact (\\foss ¥ € %)
~- iFormPro (\\fpsse . FEIEmE v
. Save as type: | Stamp Files (<xsp) v
File name: v ‘ Stamp Files (*xsp) ~
Cancel A Hide Folders Gz

Adding a signature

Once a stamp file has been opened, a
signature can be added to stamp the
document. When using a signature there are several
options available to the user including initial, date, title
etc. Signature options can be added by using the left
button of the mouse.

Date ~

Sianature

Mame
Date

Seal Image
Title

An initial is being
added here.

This example is

o 8 g showing a document
o 21/12/2021 o being stamped with a
o o o date.

Selecting a saved stamp

The process of choosing a stamp is easy. Under ‘File’
you can select the stamp by clicking ‘Markup’ — "Stamp
Templates’ — ‘Open’”.

If the user has just created a newly saved stamp,
e-Redact will need to be closed and restarted to be able
to select it.

P i 1
Open. ctis0
Open In Current Tab...
Annotate Review - Redact - Meas,

Next File (current tab) Space
Previous File (current tab) Backspace
Close
Markup M New citeN
e Open Cuism
Close Compare e EiS

Save As Ctrsshift+S
T P close Ctrsshift+C
Save View As.. Ctrsshift+)

Start Script Recording
Gion EikD Stop Scrpt Recording
Print Region. ciisG
R Open For Review. culer

Close Review Curi+shift+R
Send.

Consolidate Markup »
1 who-china-joint-mission-on-covid-19-final-report pd Take Ownership of Al Editable Markup
2 CAUsers\..\00337-LET.palf
3 Gmail - Birmingham 2022 Offcial Ticketing Site - Confirmation of Ballot Result.pdf SEmplepoizies RIE | New
4 Sample File, Articles of Assodiation sanitised.pdf Takeoff Templates » Open
5 Apollo 11 transcript iss2.pdf £
6 Covid risk-assessment pdf Sl
7 Apollo 11 transcript iss1.pdf Glose
8 C\Users\..\00336-LET paf
9 CaUsers\.\07937-APF.pdf
10 Activity reminder_12-6-2019.pcf
Bt avi LI i laimd NAid

Draw tools

These useful tools enhance the redacted copy with
arrows, lines and other shapes. These are added using
the left button of the mouse.

Fl (] 23 74 (=] 33
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Changemarks

Changemarks enable the user to add detailed annotations to the ‘Draft’” or ‘Redacted” documents and offer

E‘EL the user advance collaboration tools.

This function becomes particularly useful if the user wishes to include extra details or comments about the
redactions made and then share these with other members of an internal team.

Changemarks is an optional function and are captured when the markup file is saved.

The changemark toolbar

There are many different functions available from the
toolbar which can be accessed from the “Annotate’
menu.

who-china-joint-mission-on-covid-19-final-report pdf

Changemark note

By clicking the changemark icon a box appears
prompting the user to enter their comments. The
changemark definition can be edited here (In this case
Changemark #01).

Changemark Note *

Changemark #01

Flease delete any instances of this redaction "China".

Action ~ | For Discussion b

Within the ‘Changemark Note” dialogue box, there are
2 drop down lists named “Action” and “discussion’.

This example shows

the list of options

the “Action’ icon is
Change selected.
Agreement
Issue
Status
Missing
Froject

Adjacent to the
‘Action” icon is the
second drop down
list “For Discussion’

For Discussion

which offers pre- An Idea
defined statements Investigate
offering further
information. T?FID ]
Revision Error
Confirm
Urgent
Strikeout of changemark text i
This function enables text to be striked out E

which proves useful when the text behind

the redaction needs to still be readable. This is only
available where an OCR layer for the document exists.
individual words or sentences to be .E
highlighted and for these to still remain

visible. This is only available where an OCR layer for
the document exists.

Highlighting changemark text

This is useful when the user requires

www.e-redact.co.uk



Changemarks

B-REJACT

Redact. Review. Release.

Changemarks - continued

Highlighting changemark text -
with blocks k*

Using this function allows text to be
highlighted as a block which can be drawn
using the left-hand button of the mouse.

Changemark cloud

|
Clicking on this icon enables text to be
highlighted using a cloud which can be =
drawn using the left-hand button of the
mouse. A character OCR layer is not required with this
feature.

Changemark arrow

This enables text to be indicated and
highlighted using an arrow and can be
drawn with the left-hand button of the

mouse. A character OCR layer is not required with this

feature.

Checkview

Checkview is an open text box that
provides an option to include bespoke

instructions for the reviewer. It is a useful

tool as it provides feedback and further insight for
the reviewer. A character OCR layer is not required
for this feature.

Creating the draft audit copy
with changemarks

Generally, changemarks are used when internal
verification is required. Changemarks can be easily
appended to documents by ticking the “Append
Changemark Notes’ checkbox, under "Markup’. Doing
this provides a list of changemarks on each page
showing where each has been applied along with any
corresponding notes.

In most situations, this feature would only be applied
to a Draft (Audit) copy. However, it can also be applied
to the redacted Adobe Acrobat PDF copies to provide
additional information to the document requestor.

Checkview *

Enter instructions for reviewer:

0K Cancel Help

PDF Publish Options - Draft >
Pages Include
Size
[ ]Bookmarks
(@) Use default page size: 8.26 x 11.70 in [T Block attributes
Layering All Visible
Fit to: IS0 AD (1189 x 841 mm
o ( ) [ IHyperlinks
Output e
(@ All pages
Remove hidden text
O Current page
Coloring
() Designated pages:
Document: | Original Colors ~
Rotation
Markup: Original Colors ~
Publish pages as rotated Security
[Password protect
Markup
(®) Burn-In current markups Fassword:
(O Insert markup as PDF comments Confirm:
[]append Changemark notes
Create
["]Append redaction reasons §
Type |PDF + | @File only
Watermark/Banners
[C]Fit document within [IFast web view O Email
‘Watermark/Banners... [
Publish Cancel Help
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Changemarks - continued

Navigating changemarks

Changemarks can be found throughout the

document by selecting the navigation tool on
the right-hand section of the screen.

The type of changemark can be searched for or
selected using the drop down list shown below.
A summary of the note is provided when each
changemark is selected individually.

2| @
v|}3v-q

4 » =1

Delete China redaction
Strike out

Text Hilighted
Cloud
Changemark Arrow

Simon Head 04/01/2022 11:36:56
Action, For Oiscussion

Deleting changemarks *
R

Changemarks can be deleted by selecting
‘Delete’ on the user’s right-hand mouse.

When deleting or editing changemarks made by
another person, the markup file has to be taken control
of by the current editing user.

Navigating checkviews

Checkviews can be R A ERTE
navigated throughout the  [cnecked 0/3 ®
document by selecting Whattocheck | State

the navigation tool on
the right-hand side of the
screen.

Reviewthis area... Unchecked
Reviewthis area  Unchecked

<unspecified> Unchecked

The screenshot opposite
shows a summary of
checkviews and the
current state of each
one.

Instructions

Review this area

Further instructions are provided when each Check
View is selected individually.

Deleting checkviews

t"|

To be able to delete or edit a checkview made by
another user, the markup file has to be taken control of
by the current editing user.

Checkviews may be deleted by selecting
‘Delete’ from the right-hand mouse.
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Review

To review the document before publishing it, click on the ‘Review” icon
within the working document found on the tool bar shown below.

Annotate Review - Redact - Measure - Publish

www.e-redact.co.uk
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Publishing files

There are two ways of publishing files. These are:

> The audit and redacted copy can be published through the ‘Redact’ menu toolbar.

> The redacted copy only can be created through the "Publish” menu toolbar.

The audit and redacted copy

The audit (draft) file indicates where redactions have
been applied within the copy. These are displayed as
an opaque layer in an Adobe Acrobat format.

Creating the audit file

When creating the audit file and before publishing it,
there are a number of options available e.g. whether
all, some or one of the pages are to be selected,
whether the file is to be password protected etc. Any
changes made to the audit file will not impact the
orginal as this file remains unaltered.

In this example, all pages are to be published in the
default paper size (A4) as a pdf and with no password
protection. It is normal to leave the option to include
‘Bookmarks’, ‘Block attributes” and "Hyperlinks’
unticked and for the ‘/Remove hidden text’ option to be
ticked.

When choosing file type, select the pdf option as this
is the most common output and ensures readability
across networks.

Once the "Publish” icon is selected, the user will be
prompted to save the file.

File structure for saving files

It is recommended to create a structure to save
redacted files and to maintain this filing system
ongoing. This ensures files are saved in a logical
manner and can be easily sourced when required. Files
are maintained within the client’s network and standard

Pages Include
Size
I:‘ Bookmarks

© Use default page size: 8.26 x11.70 in D Block attributes

Layering All Visible
Fit to: ISO AD (1189 x 841 mm|
) ( ) [ Hyperlinks
BT Remove
©AII pages

Remove hidden text
OCurrent page

Coloring
O Designated pages:
Document: | Qriginal Colors £l
Rotation
Markup: Original Colors ~
Publish pages as rotated Security
I:‘ Password protect
Markup
(@) Burn-In current markups Password:
() Insert markup as PDF comments Confirm:

Append Changemark notes
|:| Create
Append redaction reasons "
Type |PDF || @File only
Watermark/Banners

[]Fit document within [ Fast web view O Email

‘Watermark/Banners... rETTEE

Publish Cancel Help

Name

Audit
Markup
Redacted
Scripts

Source Files and Markup

PDF Publish Options - Finalize x

Windows security is used to control their access.
The example below shows the files stored within
clearly titled folders defined by their redaction status.

The audit copy

The audit copy shows the opened file with the
redactions appearing as an opaque layer. Below is an
example of how this might look as a PDF.

& I. The Mission

Goal and Objectives

The overall goal of the Joint Mission was to f@idijl inform national (EHilfld and international
planning on next steps in the response to the ongoing outbreak of the novel coronavirus
disease (COVID-19") and on next steps in readiness and preparedness for geographic areas
not yet affected.

The major objectives of the Joint Mission were as follows:

« Toenhance understanding of the evolving EOVIBEHS outbreak in Bifid and the
nature and impact of ongoing containment measures;

« Toshare knowl cdge on EOVIDEE rcsponse and preparcdness measurcs bein
implemented in countries affected by or at risk of importations of EOVIDSIS; >

To generate recommendations for adjusting E@VIDEIE containment and response
measures in BHifild and internationally; and

To establish priorities for a collaborative programme of work, research and
development to address critical gaps in knowledge and response and readiness tools

Al actiiti
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Publishing files - continued
Publishing the audit file

The audit file can be published by clicking on ‘Redact’ —
‘Publish Review Draft As’.

Redact - Measure - Publish

Finalize Redactions and Publish As > I} PDF (redacted) Ctrl+Shift+D
Publish Review Draft As > TIFF (redacted) Ctrl+Shift+T
Open Redactup Template CsF Ctrl+Shift+K
Run Script

Verify >

Redacted file

The redacted file is the final file that can be safely released
to the original requestor or in to the public domain. It has all
information removed and cannot be reversed engineered
to reveal any of the text under the applied redactions. The
format of this redacted file is normally in Adobe Acrobat.

Creating the redacted file
The redacted file can be created in 2 ways:

> From the ‘Redact” menu option
> From the "Publish” menu option

Regardess of how the file is created, it is recommended
that "Publish to PDF" is selected as this is the option that
most PC users will be able to open and read.

From the ‘Redact’ menu option

From the main redaction tool bar click ‘Redact’ —
‘Finalize Redactions and Publish As” — ‘PDF (redacted).
From the ‘Publish’ menu option

Redact - Measure - Publish

Finalize Redactions and Publish As > [ PDF (redacted) Ctrl +Shift+D
Publish Review Draft As > TIFF (redacted) Ctrl+Shift+T
Open Redactup Template CsF Ctrl+ Shift+K
Run Script

Verify >

The redacted copy file

blish to PDF Ctrl+Shift+D
Publish to TIFF Ctri+Shift+T
Publish to CSF Ctrl+Shift+K
Save Current View as JPG Ctrl+Shift+)

Once the file has been published, all redacted copy has
been removed and any data held can no longer be read.
This can be clearly seen in the example provided below.

II. The Mission

Goal and Objectives

The overall goal of the Joint Mission was to [l inform national (Il and international
planning on next steps in the response to the ongoing outbreak of the novel coronavirus
disease (COVID-19%) and on next steps in readiness and preparedness for geographic areas
not yet affected.

The major objectives of the Joint Mission were as follows:

* Toenhance understanding of the evolving I outbreak in [l and the
nature and impact of ongoing containment measures;

e Toshare knowledge on Bl response and preparedness measures being
implemented in countries affected by or at risk of importations of |

s Togenerate recommendations for adjusting [}l containment and response
measures in [Jllland internationally; and

Markup file

The markup file is an overlay which is applied to the
original document. This form of publishing provides a
number of benefits.

> For work to be saved and to be opened at a later
date

> For redactions on a document to be shared with
other team members

> To provide an audit of who created redactions and
when

> To provide an option of creating redaction templates
where sensitive data is redacted from the same area
of a page (s) across multiple documents. An example
of this may be a direct debit form which contains
account details.

Setting up markup files

Markup files is an overlay that shows the redactions made
leaving the original document untouched.

To set up a new markup file, go to the ‘Options’ settings
found in the top Windows toolbar.

In-on-covid-19-final-report.pdf X

Annotate Review - Redact - Measure - Publish

Settings X

Autorload Markup
[Y] Auto-load markup when a documentis opened
Look for markup in source document folder

[ Look for markup in folders:

Default Folders
[JUse source dacument folder (for markup and publishing)
Appearance

(@ Standard skin:  Black. v

O Custom skin

File Loading

[] Suppress 3D model load in files with both 20 and 30 data

[JRun e-Redactin asingle instance
[JPerform OCR

Redaction

@ Allow user defined redaction reasons

Re po rt of th e W H O_{ (O Selectfrom a list of pre-defined redaction reasons:

UK Protection Act csv

on Coronavirus Disg Frerreseomreaer
_OK Cancel Help
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Publishing files - continued

Saving a markup file

Markup files can be saved by selecting the

save button found on the application toolbar.

As a default these files are saved in the

‘Source Document Folder’, under the same name as
the original file, with an extension of _pdf.xrl (if the pdf

option has been selected).

If "Source Document Folder” is not configured, a
dialogue box appears prompting the user to save the
file in their preferred alternative location.

Opening up a markup file

Any markup file can be opened by other users from
a different location by selecting the ‘File’ — "Markup”’-

‘Open’.

All work must be saved by the original user first before
it can be opened by another user otherwise any work

in progress could be lost.

e ] EdtView Window Options Help

Open.. Ctr+0
Open In Current Tab..

Next File (current tab) Space
Previous File (current tab) Backspace
Close

Mpgasp

Compare

Close Compare

Publish

Save View As Ctrl+Shift+)

Print. Ctri+p
Print Region, i+

Watermark/Banners
Send,
1 who-china-joint-mission-on-covid-19-final-report paf

2 Gmail - Birmingham 2022 Offieial Ticketing Site - Confirmation of Ballot Result pdf
3 Sample File, Articles of Association sanitised.pdf

4 Apolio 11 transcript iss2pdf

»

»

Annctate Review

New Crri+N
Open Ctri+M
Save Cl+§
Save As Ctrl+Shift+§
Close Ctrl+Shift+C
Start Script Recording

Stop Script Recording

Open For Review. Cui+R
Close Review Ctrl+Shift+R
Consolidate Markup »
Take Ownership of All Editable Markup
Stamp Templates >
Takeoff Templates »

Audit information of redactions on a

markup file

When a markup file has been saved and the file is
reopened, basic audit information about each redaction
can be viewed within a yellow audit box. This provides
other users with additional information e.g. author, date
etc which is particularly useful when evaluating who
made the redaction and when.

Author : Simon Head

Local : 22112/2021 10:22:43

Taking control of redactions created by

another user

When opening a markup file created by another user,
the already captured redactions are viewed as read
only. The current user can then record their own
redactions on the document with their name, date etc.

However, if the current user wishes to edit the
redactions created by the previous user, they have
to take control of all the editable redactions made on
the document and not just that individual one. This
can be achieved by clicking ‘File” — "Markup’ — “Take

Ownership of all Editable Markup’.

Open Ctri+0
Open In Current Tab.

Next File (current tab) Space

Previous File (current tab)
Close

Markup

Compare

Close Compare

Publish

Save View As... Ctrl+Shift+)

Print.. Ctrl+P

Print Region. Cri+G

Watermark/Banners
Send,

1 who-china-joint-mission-on-covid-19-final-report pdf

2 Gmail - Birmingham 2022 Official Ticketing Site - Confirmation of Ballot Result.pdf
3 Sample File, Articles of Assodiation sanitised pdf

4 Apollo 11 transaript iss2.pdf

Backspace

»

»

Annotate Review

New Ctrl+N
Open Ctri+M
Save Ctrl+s
Save As Ctrl+Shift+S
Close Ctrl+Shift+C
Start Script Recording

Stop Script Recording

Open For Review... Ctri+R
Close Review Ctri+Shift+R
Consolidate Markup »
Take (ﬁmerih\p of All Editable Markup
Stamp Templates »
Takeoff Templates »

Using the markup file as a template

If a user has numerous documents of the same type,
where the area to be redacted is in the same place,
then a markup file may be used as a template and

saved under a unique file name.

www.e-redact.co.uk
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Reason (or exemption) codes

Reason codes are used to indicate why redactions have been applied. Some clients use standard codes and others
use those published by the Information Commissioners Office (ICO).

Turning reason codes on or off

‘Reason Codes’ are supported by e-Redact and can
be set up by going to ‘Options” — ‘Settings’. By default,
reason codes are set as ‘Allow user defined redaction
reasons’.

In this case, reason codes are not available. However,
it is possible to apply for them by choosing the ‘Select
from a list of pre-defied redaction reasons’.

DefaultFolders

[JUse source documentfolder (for merkup end publishing)

@Stonderd skin:|Black =
O Custom skin

File Loading

[ Suppress 3D madelload in files with both 2D and 30 data
[ Run e-Redactin a single instance
[Perform ocR

Appending the redacted or audit report with a
summary report

On creation of both the draft copy and the redacted
document there is the option to attach a simple report
to the document summarising where terms have been
applied and the reasons for them.

From the page ‘PDF Publish Options — Finalize” go
to the "‘Markup’ section and tick “Append redaction
reasons’.

Selecting reason codes

When applying redactions, reason codes can be
selected from the ‘Reasons’ drop down list and can
be set when creating search terms, deletion of pages,
adhoc redactions etc.

With adhoc redactions, the correct code has to be
selected before the selected text can be redacted.

File Edit View Window Options Help Th|S example

shows the user
selecting ‘Reason’
code ‘32’ prior to
creating an adhoc
redaction.

who-china-joint- missi ovid-19-final-repor|

=4y 0O B- R

® | O - Reason

,\\SPDF Publish Options - Finalize x

Pages Include

Size

[]Bookmarks
(@) Use default page size: 8.26 x11.70 in [Block attributes
Layering All Visible
Fit to: 150 AD (1189 x 841 mm)

O G - DHyparhnks

ST Remove

(@) All pages

o Remove hidden text
Current page

Coloring
(") Designated pages:

Document: | Original Colors ~
Rotation
Markup: Original Colors ~
Publish pages as rotated Security

[]Password protect
Markup

(@) Burn-In current markups Password:
Olnser't markup as PDF comments Confirm:
Append Changemark notes
Create

[v] Append redaction reasons
Type FPDF || @ File only

‘Watermark/Banners

[]Fit document within [1Fast web View O email

Watermark/Banners... [—

Publish Cancel Help

Redacted document with reason codes
applied

The redaction codes are automatically applied to the
redactions and are scaled automatically to the size of
the redaction without any extra effort from the user.

R
B3 oint Mission
case 2019 (HEEEH
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Report content

The appended reason code report is a useful document
that indicates:

The number of redactions

The codes used

The definition of codes used

The code instance on a page basis

V V. V V

The example below shows a published appended
reason code summary report.

vho-china-joint- missi id-19-final-report. pdf redacted on: 22/12/2021 12:38:02

y (268 redactions )

2 Privilege / Exemption reasons used:

1-"32" - Journalism, literature and art ( 112 instances )
2 - "37(7.5)" - Management forecasts, etc ( 156 instances )

Reason descriptions:
32 - Journalism, literature and art
Exemption 32 - Journalism, literature and art.
(1) Personal data which are processed only for the special purposes are exempt from any provision to which this
subsection relates if—
(a)the processing is undertaken with a view to the publication by any person of any journalistic, literary or artistic
material,
(b)the data controller reasonably believes that, having regard in particular to the special importance of the public
interest in freedom of expression, publication would be in the public interest, and
(c)the data controller reasonably believes that, in all the circumstances, compliance with that provision is
incompatible with the special purposes.
(2) Subsection (1) relates to the provisions of—
(a)the data protection principles except the seventh data protection principle,

ion 7

This example shows a redacted page summary.

Redacted pages:

Page 1, 32 - Journalism, literature and art, 1 instance
Page 1, 37(7.5) - Management forecasts, etc, 1 instance
Page 2, 32 - Journalism, literature and art, 4 instances
Page 2, 37(7.5) - Management forecasts, etc, 1 instance
Page 3, 32 - Jounalism, literature and art, 9 instances
Page 3, 37(7.5) - Management forecasts, etc, 7 instances
Page 4, 32 - Journalism, literature and art, 1 instance
Page 4, 37(7.5) - Management forecasts, etc, 4 instances

Customised reason code list

Quite often, organisations only use a partial list of
reason (exemption) codes’. These can be created and
saved in a CSV format under C:\Program Files (x86)\
Footprint\e-Redact\Standard Reason Files.

Customised lists are created by a customer dependant
on their requirements. For more details about creating
your own reason code list, please contact e-Redact
support.

www.e-redact.co.uk
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e-Redact training resources

There is a host of training resources available to all e-Redact users including online videos, a brochure and an
installation guide at www.e-Redact.co.uk/help

Help

For any further help or if you have any sales enquires, please email simon.head@footprint-solutions.co.uk

Alternatively, contact the office on 01565 873 918 or email sales@e-redact.co.uk
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